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What we offer

Inplant Internship
Training Training


http://www.kaashivinfotech.com/
http://inplanttrainingchennai.com/
http://kaashivinfotech.com/internship-in-chennai.php

What is Reconnaissance

Reconnaissance

> Act of locating targets and developing the methods necessary to
attack those targets successfully
> May be extremely flexible and creative

Reconnaissance is not by definition illegal
> Many reconnaissance techniques are completely legal



Some Legal Reconnaissance

Legal activities

> Looking up all of the information about a company available on the
Internet

> Calling with a problem requiring customer service assistance

> Interviewing a member of the staff for a school project

> Physical entry of a facility, including attending a tour of the facility

> Making friends with somebody who works there or used to work
there



Some lllegal Reconnaissance

lllegal activities

> Developing a “front” company for the purpose of robbing or
defrauding

> dtealing garbage

> Entering a home or office to look for information

> Dropping a keylogger

> Leaving a sniffer



Information exiracted by hackers through

Reconnaissance

Netblock owner IP address 0sS Web server

LiguidNet US LLC 1500 University Drive Coral Springs FL  162.210.98.247 Linux Apache/2.4.18 Unix OpenSSL/1.0.1e-fips

US 33071 mod_bwlimited/1.4

LiguidNet US LLC 1500 University Drive Coral Springs FL  162.210.98.247 Linux Apache/2.4.12 Unix OpenSSL/1.0.1e-fips
US 33071 mod_bwlimited/1.4

El Security

Netcraft Risk /10 4

Rating [FAQ]

On Spamhaus No On Exploits No

Block List Block List

On Policy Block No On Domain No

List Block List

Last seen
Refresh

4-1an-2016

3-Jan-2016



Information exiracted by hackers through

= Web Trackers

Web Trackers are third-party resources loaded onto a webpage. Trackable resources include social sharing widgets, javascript files, and images. These
trackers can be used to monitor individual user behaviour across the web. Data derived from these trackers are primarily used for advertising or
analytics purposes.

7 known trackers were identified.
Companies Categories

® Google (2) @ Widget (4)

@® AddToAny (1) @® Advertising (1)

@ Amazon (1) @ Analytics (1)

© Facebook (1) & CDN (1)
@ Feedjit (1)
@ SumoMe (1)
Company A Primary Category  Tracker Popular Sites with this Tracker
AddToAny ¥ Widget Addtoany
Amazon & Advertising Amazon Associate  www.computerbase.de, www.gocomics.com, www.programme-tv.net
Facebook&@  Widget Facebook www.nfl.com, www.cdiscount.com, www.pandora.com
Feedjit & Analytics Feedjit www.informationclearinghouse.info, www.forumgarden.com
Google & CDN Googlecdn www.terraclicks.com, www.ilfattoguotidiano.it, www.dropbox.com
Widget YouTube www.ilmeteo.it, www.owasp.org, www.altamodaeuropeacanina.com

SumoMe & Widget Sumomewidget www.artofmanliness.com, www.phonandroid.com, www.racedepartment.com
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Our Youtube

Channel
Wikitechy
Wikitechy code

B3 (130) wikitechy - YouTub: X

& > | & Secure | https//wwwyoutu... @ | & (O ™

15 Apps Bookmarks

2 YouTube

= FILTER

Part Time Job from Wikitechy.com

| How to Charge your Phone Battery
Faster - Save Battery Life - Wikitechy
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