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Domain Name System (DNS) -
Reconnaissance

DNS Lookup
> Tools help Internet users discover the DNS names of target computers
> Web sites that provide DNS lookup tools
www.dnsstuff.cor
www.network-tools.cor
www.networksolutions.cor
DNS Zone Transfer
> Every DNS server has a name space, known as a zone
> A zone stores data about domain names



http://www.dnsstuff.com/
http://www.network-tools.com/
http://www.networksolutions.com/
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DNS Zone Transfer

> [one transfer is a DNS feature that lets a DNS server update its database
> With the list of domain names in another DNS server
> An incorrectly configured DNS server may allow any Internet user to perform a
Zone transfer
> Gommands to perform a DNS zone transfer
> nslookup
> Allows anyone to query a DNS server for information
> host
> Program that permits you to perform DNS lookup
> dig
> Domain information groper (dig)
> Used to collect DNS-related data
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Reconnagissance
DNS Zone Transfer
> Commands to perform a DNS zone transfer
> ping

> Part of the Internet Control Message Protocol (ICMP)

> Helps to verify whether a host is active

> Command is available for all platforms

> There are two ping utilities available for a Linux or Unix machine: ping
and pingb

> traceroute

> A request for a Web page that resides on a remote server must pass
through several servers on its way

> (Command can track all of the intermediate servers
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“ Terminal ' .

File Edit Wiew Terminal Tabs Help

wolf@Ubuntu-Ultrix:~% nslookup -type=any NS1.NETSOL.COM
Sserver: 192.168.0.1
Address: 192.168.0. 1#53

Mon-authoritative answer:
MName : NS1.MNETSOL . COM
Address: 216.168.229.228

Authoritative answers can be found from:

2-5
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DNS Zone Transfer

> Gommands to perform a DNS zone transfer
> netstat

> Allows all the transmission Control Protocol (TCP), User
Datagram Protocol (UDP), and IP connections on a computer to
be viewed

> Also helps to locate
> |P address of computers
> |P addresses of the hosts connected to the computers
> Port of the host to which a computer is connected
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Fle Edt View Jerminal Tabs Help
wolf@ubuntu-Ultrix:~% host -v networksolutions.com
Trying *networksolutions.com®

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 16104
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: O

8

;; QUESTION SECTION:
;networksolutions.com. IN A

53 ANSWER SECTION:
Inetworksolutions.com. 300 IN A 205.178.187.13

[Received 54 bytes from 192.168.0.1#53 1n 60 ms
Trying “networksolutions.com*

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 21572
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: O

;; QUESTION SECTION:
;networksolutions.com. IN AAAA

53 AUTHORITY SECTION:
[networksolutions.com, 300 IN SOA

nsl.netsol.com. dnsadmin.network
solutions.com., 2006042004 7200 3600 604800 3600

|[Received 5S4 bytes from 192.168.0.1#53 1n 26 ms
Trying *networksolutions.com®

;; connection timed out; no servers could be reached
olf@Ubuntu-Ultrix:~$

26
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# Terminal

File Edt View Terminal Tabs Help

1f@Ubuntu-Ultrix:~$ host -1 -t any networkdefense.b1z
++ Connection to 192.168.0.1#53(192.168.0.1) for networkdefense.biz failed: conn

ection refused.

Lf@Ubuntu-Ultrix:~$ host -1 -t any netsol.com
:+ Connection to 192.168.0.1#53(192.168.0.1) for netsol.com failed: connection r

efused. =
1f@lbuntu-Ultrix:~$ 21 v

-
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