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Domain Name System (DNS) –

Reconnaissance

DNS Lookup
➢ Tools help Internet users discover the DNS names of target computers
➢ Web sites that provide DNS lookup tools

www.dnsstuff.com
www.network-tools.com
www.networksolutions.com

DNS Zone Transfer
➢ Every DNS server has a name space, known as a zone
➢ A zone stores data about domain names

http://www.dnsstuff.com/
http://www.network-tools.com/
http://www.networksolutions.com/
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DNS Zone Transfer
➢ Zone transfer is a DNS feature that lets a DNS server update its database
➢ With the list of domain names in another DNS server

➢ An incorrectly configured DNS server may allow any Internet user to perform a 
zone transfer

➢ Commands to perform a DNS zone transfer
➢ nslookup
➢ Allows anyone to query a DNS server for information

➢ host
➢ Program that permits you to perform DNS lookup

➢ dig
➢ Domain information groper (dig)
➢ Used to collect DNS-related data
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DNS Zone Transfer
➢ Commands to perform a DNS zone transfer
➢ ping
➢ Part of the Internet Control Message Protocol (ICMP)
➢ Helps to verify whether a host is active
➢ Command is available for all platforms
➢ There are two ping utilities available for a Linux or Unix machine: ping 

and ping6
➢ traceroute
➢ A request for a Web page that resides on a remote server must pass 

through several servers on its way
➢ Command can track all of the intermediate servers
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DNS Zone Transfer
➢ Commands to perform a DNS zone transfer
➢ netstat
➢ Allows all the transmission Control Protocol (TCP), User 

Datagram Protocol (UDP), and IP connections on a computer to 
be viewed

➢ Also helps to locate
➢ IP address of computers
➢ IP addresses of the hosts connected to the computers
➢ Port of the host to which a computer is connected
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Our Official Website

https://www.wikitechy.com/http://www.kaashivinfotech.com/

https://www.wikitechy.com/
http://www.kaashivinfotech.com/
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